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Abstract
Body area network (BAN) connects sensors and actuators to the human body in order to collect patient’s information and 
transmitting it to doctors in a confined space with limited users. wireless body area network (WBAN) is derived from wire-
less sensor networks (WSN) and enables to transfer of the patient's information with a wide range of communication due to 
the limitations of the wired body area network. It plays a vital role in healthcare monitoring, healthcare systems, medical 
field, sports field, and multimedia communication. Sensors and actuators lead to high energy consumption due to their tiny 
size. WBAN facilitates in securely storing patient information and transmitting it to the doctor without data loss at a specific 
time. This review examines and summarizes methodological approaches in WBAN relating to security, safety, reliability, 
and the fastest transmission. Flying body area networks (FBAN) utilizing unmanned aerial vehicles for data transmission are 
recommended to promote rapid and secure communication in WBAN. FBAN improve the security, scalability, and speed in 
order to transmit patient’s information to the doctor due to high mobility.

Keywords  Body area networks (BAN) · Wireless body area networks (WBAN) · Energy consumption · Security 
limitations · Flying body area networks (FBAN) · Remote healthcare monitoring

1  Introduction

Sensor nodes/actuators represent essentially the wireless 
sensor network, and the sensor node senses acoustic factors 
including temperature, pressure, sound, pulse rate, ECG, 
blood pressure, and heart rate of the human body. In health-
care, this form of sensor network is known as a wireless 
body area network (WBAN) [1]. These sensor nodes are 
placed on the cloth and underneath the human body. The 
data communication in WBAN involves two possible ways. 
Firstly, there will be communication between Sensors to Per-
sonal Device Assistants (PDA) such as Bluetooth or Zigbee. 
Secondly, there will be communication between PDAs to 
the base station via the radio interface. The gateway node 
facilitates the connection of sensors and wearable devices 
on the human body to the internet. In this way, doctors can 

access the patient’s data online using an internet connection 
[5]. The most salient issue in wireless body area networks is 
the consumption of high energy because of the smaller size 
of the node. It has limited resource devices, and it requires 
more energy to transmit the data. The possibility of hack-
ing the patient's information while transmitting the data has 
increased the importance of security concerns. The use of 
an effective routing protocol and clustering methodology 
in WBAN might reduce energy consumption and security 
threats.

Wireless body area networks consist of sensors, biologi-
cal parameters, body control unit, personal device assistant, 
transmission factor, and user access. Figure 1 shows that the 
wireless body area network along with the sensor senses the 
biological factors continuously in order to obtain the human 
health information from the body control unit. The elec-
trocardiogram (ECG) sensor records the patient's electric 
impulse as it passes through the heart muscle. This assists 
in monitoring the patient's heartbeat, which is used to track 
various movements such as resting and moving [6]. The tem-
perature of the human body's ears, skin, and forehead are 
detected by the body temperature sensor. The pressure of 
blood as it travels through the arteries is measured by blood 
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pressure and the pulse wave is measured by the heart rate 
sensor as it pumps blood through the patient's body. The 
saturation level of oxygen in the blood is measured with a 
pulse oximeter. The airflow sensor can be positioned near 
the human body's nasal to assess the body's respiration. 
The collected information will be transferred and stored in 
the personal device assistants (PDA) and later transmitted 
to the base station. From the base station, the data will be 
transferred to the respective user applications such as cloud 
databases, ambulances, family members, and doctors via 
the Internet [8]. A cloud database's purpose is to store the 
patient's data on a server so that the doctor can access it 
and then send the patient's information to the user via the 
internet. Star topology is used in the body area network. 
The body control unit acts as a central node and then each 
sensor will sense and communicate to the center node. The 
center node interfaces the human body by using Bluetooth 
or ZigBee or Personal Device Assistants (PDA), and then the 
patient’s information can be accessed by the doctors using 
the Internet.

1.1 � WBAN Architecture

Wireless body area networks can be categorized into three 
different parts such as intra-WBAN communication, inter-
WBAN communication, and beyond WBAN communication 
[10].

Sensors are connected to a PDA that has restricted cov-
erage within 2 km, a centralized design, and preserves star 
topology in Intra-WBAN communication. The data trans-
mission between the sensors to PDA is based on Bluetooth 
or ZigBee. PDA is referred to as a centralized node or coor-
dinator node and acts as a centralized node to collect and 
transmit the data from sensors to end-users. It maintains 

the communication between sensors to end-user through the 
external gateway via Bluetooth.

Inter-WBAN communication connects the PDA to access 
points along with ad-hoc architecture. Ad-hoc architecture 
is distributed to communicate directly from one node to 
another node and does not rely on existing infrastructure; 
instead, it maintains a random topology. It also connects 
other wireless devices to the base station within a limited 
coverage range via a wireless channel.

In Beyond WBAN communication, PDAs are referred to 
as centralized nodes or coordinator nodes since they use the 
gateway to connect the various networks. Here, the com-
munication takes place from the base station to the ambu-
lance, doctor, cloud storage server, or family members via 
the internet. Figure 2 explains the different tier level com-
munication of body area networks.

The wireless body area network is the most important 
component in the medical field in COVID-19 situations for 
sharing patient information with the physician. The sensor 
in WBAN interfaces to the human body via a radio inter-
face to continuously monitor electrocardiogram (ECG), 

Fig. 1   Wireless body area 
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electroencephalogram (EEG), temperature, blood oxygen 
level, blood pressure, heart rate, motion sensor, and respira-
tion. COVID-19 has drastically changed human lifestyles, 
and everything has become digital. In order to maintain 
social distance, humans are severely barred from leaving 
their homes, and elderly people are not permitted to leave 
their homes. Body area networks are used to communicate 
the patient's information to doctors and to receive advice 
from them over the internet in this circumstance. The 
patient's quality of life will be enhanced, and hospital costs 
will be reduced. Even in severe circumstances, continuous 
monitoring of a patient's health information benefits the 
treatment of the patient. As a result, the relevant doctors 
and patient's family members have access to the patient's 
information that has been saved collectively.

The most salient factors that have to be focused on the 
development of WBAN [12] are as follows.

•	 WBAN is used for short-range communication
•	 Sensors/actuators are smaller in size
•	 Continuous monitoring of patient
•	 Patient’s information to be stored
•	 Securely communication to respective doctors and family 

members
•	 Immediate action for emergency

1.2 � Current Trends in WBAN

Wireless body area networks are utilized in various fields 
such as medical, entertainment, military, and sports [15]. 
Wireless body area networks play a significant role in the 
medical field, both in terms of saving lives and transmit-
ting patient information in the event of an emergency [8]. In 
WBAN, sensors are placed on the human body and it will 
continuously monitor the patient's health conditions. If any 
abnormal changes such as high temperature, low heart rate 
and so on are found in the patient's health, the data will be 
transmitted to the doctor for immediate action via internet. 
The application of a wireless body area network is catego-
rized into two parts as an implantable and wearable sensor. 
An implantable sensor inserts the sensors into the human 
body with the help of surgery, and it is not to be removed 
from the patient’s body. A wearable sensor is used whenever 
the patients need to be monitored and that will be worn by 
the patient. And this Wearable Sensor node helps to identify 
the movement and abnormal positions of patients. Wearable 
sensors can be removed from a patient’s body at any time. 
For instance, wearable personal digital assistant helps to 
monitor blood glucose, temperature, SpO2, the functioning 
of the heart, and blood pressure.

In the entertainment field, this body area sensor network 
helps to transfer the data streaming operations. The wear-
able device plays a vital role in the sports field, and that will 

report the step count, stamina level of the human body, and 
so on. In military fields, wearable devices help to track the 
soldier's health condition and the location of the soldiers to 
provide the medical treatment in case of emergency. Fig-
ure 3 shows that the list of applications of wireless body 
area networks.

2 � Security Issues in WBAN

The purpose of network security is to protect data from 
threats during data transmission. There are two forms of 
attacks in network security: active and passive attacks, both 
of which contribute to the detection of malicious data. An 
active attack is primarily focused on data and has a sig-
nificant impact on the system's operation. A passive attack 
damages or modifies data but does not degrade information 
resources. The security flaws are applied at various levels. 
Each layer of the TCP/IP layered architecture generates 
attacks. IP attacks are introduced in the second layer (logic 
link control), resulting in address spoofing for incorrect 
communication. Internet Control Message Protocol (ICMP) 
attacks is generated in the media access control layer, which 
results in sniffing and man-in-the-middle attacks. In the third 
network layer, routing attacks such as blackhole and eaves-
dropping attacks are created. TCP attacks are originated in 
the transport layer, resulting in high synchronization flood-
ing in data communication. Application layer attacks are 
generated in the OSI model's application layer, resulting in 
authentication issues such as accessing the user's username 
and password [23].

A denial of service (DoS) attack will restrict data from 
authorized users and prevent them from accessing their 
resources. Because of the week password, distributed denial 
of service (DDoS) attacks is generated. The main difference 
between a DOS and a DDOS attack is that a DOS attack 
targets a single host at a time, but a DDoS attack targets 
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numerous hosts simultaneously. These types of attacks will 
degrade network performance.

Latré et al. [1] describe a detailed survey of wireless body 
area networks, as well as their limitations and challenges. 
The author analyzed the process of continuous monitor-
ing and communication between the patients to doctors. To 
maintain the wireless body area network stability, a cross-
layer communication protocol was implemented in a dis-
tributed environment. Movassaghi et al. [2] discussed the 
Micro Electro Mechanical Systems (MEMS) approach in 
wireless body networks which helps to increase the speed 
of the data communication, provides reliability and accu-
racy to users. Here, WBAN is surveyed in all aspects such 
as insecurity, communication, authentication, link facility, 
Transmission Control Protocol (TCP) layer, Medium Access 
Control (MAC) layer, address allocation, dynamic routing, 
and infrastructure.

Oussama Haddad et al. [3] introduced the new channel 
impulse model to avoid channel characterization issues in 
the wireless body area network. The author investigated the 
patient's movement based on the random waypoint and that 
will be communicated to the doctor without any inference. 
The proposed approach improved the channel dc gain, delay 
spread, and coherence time for the optimal performance 
of wireless body area networks in telemetry applications. 
Hussain et al. [4] suggested the lightweight authentication 
scheme for secure and private data transmission in wireless 
body area networks. This authentication scheme uses the 
key hash message authentication with private security keys 
to transmit the data securely between the patients and doc-
tor. This authentication scheme was designed for wireless 
body area networks to be implemented in wearable devices 
with minimal cost. Ramadan et al. [5] proposed the iden-
tity-based encryption technique in the RSA algorithm for 
wireless body area networks. This privacy technique helps 
to improve the security between the patient’s health data 
transformation. This proposed encryption technique trans-
mits the patient's periodic actions without having to connect 
to the servers, resulting in security against one-way com-
munication between users. Choudhary et al. [6] discussed 
the fuzzy-based routing protocol for wireless body area 
networks to improve security. Biosensor nodes were used 
to analyze the throughput, latency, and network lifetime of 
wireless body area networks. Fuzzy logic-based data routing 
protocol meets the high-quality data standards compared to 
the existing techniques.

Mehmood et al. [7] suggested reliable cooperative com-
munication in wireless body area networks to improve 
security and reduces privacy issues. The cryptographic 
approach was utilized in WBAN benchmarking systems to 
maintain the key exchange between users and fuzzy logic 
conditions secure. Fotouhi et al. [8] used the cryptographic 
hash function scheme with lightweight and forward secure 

authentication to avoid information attacks and intruders 
in wireless networks. By using the Real-or Random (ROR) 
model, the author examined the security level of the wire-
less networks. Shuai et al. [9] introduced the elliptic curve 
cryptographic approach with fewer computation for wire-
less body area networks in order to improve privacy-pre-
serving and authentication. The multi-server architecture 
was developed without the involvement of any third par-
ties, allowing for more efficient secure data transmission 
between users as well as high computation efficiency. 
Haider et al. [10] provides a smart solution for biomedical 
applications to overcome security issues while transfer-
ring the patient’s health record data to the doctor. While 
transmitting data, mitigation of denial of service attacks 
was introduced, and the user might select an alternate way 
to avoid such attacks in body area networks.

Kasyoka et al. [11] utilized the elliptic curve crypto-
graphic mechanism for secure data transmission in the 
wireless body area networks without using the pairing 
scheme and authentication. This scheme is concentrated 
on the reduction of computational cost and running time. 
Shahbazi et al. [12] uses the energy-aware routing protocol 
for secure communication in wireless body area networks 
with the support of block-chain technology. This thermal-
sensitive routing protocol was designed to combat the high 
energy consumption and temperature increase in biosensor 
nodes, and it provided a high throughput, lower delay, and 
lower routing overhead.

Achour et al. [13] suggested the guaranteed time slots 
by using a time-division multiplexing scheme for beacon-
enabled mode wireless body area networks. This new tech-
nique detects malicious attacks by using the guaranteed 
time slots and helps to overcome the high traffic issues. 
Selective jamming can be reduced with the assistance of 
time-division multiple access (TDMA) schemes. This 
scheme helps to increase the packet delivery ratio and 
reduces the delay and routing overhead of wireless body 
area networks. Sridhar et al. [14] discusses the challenges 
and applications of wireless sensor networks. The most 
salient applications are as follows:

•	 Military Applications It helps to detect the soldier’s 
health condition while attacks on the battlefield and 
continuous surveillance. Later, the collected informa-
tion will be communicated to doctors.

•	 Healthcare Applications It helps to track the continu-
ous health record of patient information, wearable sen-
sor devices, tele-monitoring, integrated patient track-
ing, and drug distribution.

•	 Transportation Applications It serves to detect real-
time live traffic to avoid queuing, jamming, and colli-
sion.
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•	 Environmental Applications It helps to monitor environ-
mental conditions like heat pressure, moisture conditions 
in order to take necessary actions.

Jariwala et al. [15] explains the process of adaptable 
secure data aggregation framework to improve the data 
integrity, security, and privacy measures in the wearable 
sensors for the wireless body area networks. This secure 
data framework improves the homomorphism security 
approach for the development of data integrity with the 
help of an aggregation framework. Hasan et al. [16] intro-
duced the software-defined network (SDN) based WBAN 
for secure data transmission. This technique distributes 
the patient’s health record information based on critical 
and non-critical patients. Furthermore, by employing the 
sector-based distance vector (DV) protocol for the earli-
est contact between patients and doctors, the suggested 
technique gives non-critical patient communications more 
priority. Roy et al. [17] explained the security and privacy 
issues in the wireless body area networks and also sug-
gested adding a cybersecurity mechanism to defend the 
security challenges. Zhen et al. [18] developed the privacy 
protection scheme with the cooperation of mobile edge 

computing for wireless body area networks. Sammoud 
et al. [19] proposed an innovative routing protocol for 
secure data communication with the aid of a biometrics-
based cryptographic technique. This innovative routing 
protocol transfers the data with cryptographic keys and 
also concentrates on minimal power consumption in body 
area networks. Wang et al. [20] introduced the double hash 
chains for secure data transmission and it also enables data 
authenticity and reliability. This proposed scheme supports 
dynamic conditions and maintains the handover scheme.

3 � Security Techniques in WBAN

In wireless body area networks, many security techniques 
are involved to improve the authentication of data commu-
nication between patients and doctors. The most involved 
techniques are intrusion detection systems and cryptog-
raphy with key management techniques. Table 1 shows 
the different security techniques used in the body area 
network, research issues, and outcomes. Table 2 lists the 
merits of security-based techniques used in the body area 
networks.

Table 1   Comparison of security techniques in WBAN

Author[s] Technique Research issues Methodology Outcome

Bengag et al. [21] Intrusion detection system Jamming Attacks Two MAC Protocols 
involved (ZIGBEE and 
TMAC)

Successful packet delivery 
rate

Arya et al. [22] IoT based e-health Data security Constant monitoring for 
critical patients

Data authentication and 
authorization

Al Hayajneh et al. [23] Cloud-based WBAN Lesser users Increased storage level More users and network 
lifetime

Thamilarasu et al. [24] Mobile agent-based IDS Network-level intrusion 
attacks

Machine learning and 
regression algorithms

Accurate results and lesser 
resource overhead

Umar at.al [25] Signal propagation-based 
mutual authentication

Active and passive network 
attacks

Enables mutual trust and 
used seed update algo-
rithm

Minimal routing overhead 
and less computational 
cost

Dharshini et al. [26] DMASK-BAN Vulnerable attacks Secret key extraction with 
movement aided from 
DoS attacks

Minimum power consump-
tion with high QoS

Suchithra et al. [27] Invariant feature-based 
approach

High-rate attacks Maintain the bandwidth 
conditions in cooperative 
routing

Low-rate attacks

Kumar et al. [28] Identity-based anonymous 
authentication and key 
agreement

Several security issues Cloud technology and wire-
less communication

High storage and low com-
putation cost

Rao et al. [29] Trust management High residual power Fuzzy logic technique Secure and stable perfor-
mance

Ali et al. [30] Enhanced authentica-
tion and access control 
protocol

User impersonation attacks Bilinear pairing and elliptic 
curve cryptography

High security
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4 � Research Issues in Secure WBAN

Table 1 shows the comparison of security techniques in 
wireless body area networks. Bengag et al. [21] defines the 
Intrusion detection system techniques to detect jamming 
attacks in body area sensor networks. In order to enhance the 
successful packet delivery rate, there are two MAC Protocols 
are used as ZIGBEE and Timeout Medium Access Control 
(TMA). Arya et al. [22] discusses the IoT-based e-healthcare 
systems to improve data security. This e-healthcare tech-
nique supports to monitor critical patients continuously 
and intimate legitimate users for the improvement of data 

authentication and authorization. Al Hayajneh et al. [23] 
suggests the cloud-based WBAN for the improvement of 
storage and the number of users. This approach tends to 
increase the storage level, the number of users, and network 
lifetime. Thamilarasu et al. [24] introduces the Mobile agent-
based IDS to identify the network-level intrusion attacks. 
The techniques involved in machine learning and regres-
sion algorithms to obtain accurate results and lesser resource 
overhead. Umar et al. [25] suggested the signal propaga-
tion-based mutual authentication scheme to detect active 
and passive network attacks. Active attacks manipulate the 
entire content of the data transmission, such as adding extra 

Table 2   Comparison of different security approaches in different aspects

Author[s] Approaches Network Utilization Qualities

Tan et al. [31] PUF based
Cloud assisted
Lightweight Authentication

Multi-hop BAN Lesser storage overhead
Lesser resource loss
Fewer conflict rates
Less channel utilization rate
Less packet drop rate
High delivery rate

Demir et al. [32] Cyber-physical systems
IWSN
Smart Grid
WBAN
V2X

6G Networks Security enhancement
Multilayer protection
High Network lifetime
Low latency
High reliability
Suitable for real-time implementation

Mo et al. [33] The wearable health monitoring system
Known session special temporary 

information
Two-factor authentications
Key agreement scheme

Wireless sensor networks High-security features
High efficiency
Lesser computational cost
Lesser communication overhead
Lesser traffic computation

Amel Zendehdel et al. [34] Telehealth monitoring
Bluetooth low energy
Wearable device
Fingerprinting
Vulnerability scanning

Internet of Things High security
High reliability
Detection of middleware attacks

Kong et al. [35] Smart healthcare systems WBAN Improves communication security
Jithish et al. [36] Cyber-physical system

Markov Decision Process
WBAN High Energy efficiency

Network longevity
Défense the dos and deception attacks

Vyas et al. [37] Remote health monitoring
Health care applications
Symmetric key generation
Cloud assisted
Complex encryption

Wireless communication channels Intruder identification
Improves the security

Damasevicius et al. [38] Network flow features
Different Attack types
Cluster Approaches
Cybersecurity domain

Wireless sensor network Network Intrusion detection

Alzahrani et al. [39] Cloud-based IoT
Authentication protocols
Remote patient health monitoring
Session key

WBAN Avoiding smart card attacks
High secure efficiency

Irshad et al. [40] Energy internet-based vehicle to grid
Cyberattacks
The smart grid-based authentication 

protocol

Wireless network Lesser computational cost
Lesser communication cost
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characters and spacing between them. Passive attacks are 
those in which the attackers copy the entire content and 
reuse it elsewhere. As a result, the mutual authentication 
technique promotes mutual trust and employs a signal prop-
agation-based seed updating process. This approach mini-
mizes the routing overhead and reduces the computational 
cost of sensor networks.

Dharshini et al. [26] explains the Denial-of-service proof 
Movement aided Authenticated Secret Key BAN (DMASK-
BAN) scheme to detect vulnerable attacks. This technique 
helps to extract the secret key to avoid the DoS attacks with 
minimum power consumption and improves the through-
put, delivery rate, and goodput. Suchithra et al. [27] defines 
the invariant feature-based approach for high-rate network 
attacks and also maintains the bandwidth conditions of sen-
sor nodes with cooperative routing. Cooperative commu-
nication improves the resource nodes and reduces attacks. 
Kumar et al. [28] suggests the identity-based anonymous 
authentication and key agreement scheme for several secu-
rity issues and denial of service attacks. Cloud technology 
and wireless communication enhances the storage level of 
the network. High storage levels lead to reduced compu-
tational costs with a huge number of users. Rao et al. [29] 
demonstrates the trust management scheme with fuzzy logic 
conditions to examine the selfish nodes. The selfish node 
prevented the user from acting as an intermediary between 
the two users. Selfish nodes can help to enhance the residual 
power of wireless body area networks by acting as ideal 
nodes most of the time. This serves to improve the secure 
and stable performance of wireless body area networks. Ali 
et al. [30] proposed the enhanced authentication and access 
control protocol for the identification of user impersonation 
attacks along with the bilinear pairing and elliptic curve 
cryptography to improve the security and sustainability of 
network architecture. From the Table 1, it is observed that 
the different techniques were proposed to identify the denial-
of-service attacks in order to resolve the security issues in 
the wireless body area networks. Most of the techniques 
focused on the detection of intruders, and malicious attack-
ers to avoid the attackers and further improves data security 
and authenticity.

4.1 � Different Security Aspects of Secure WBAN

Tan et  al. [31]explained the physical unclonable func-
tion (PUF) based cloud-assisted authentication scheme 
to improve the security performance in multi-hop body 
area networks. To increase the delivery rate, a lightweight 
authentication technique is implemented, which results in 
lower storage overhead, resource loss, conflict rates, chan-
nel utilization rate, and packet drop rate. Demir et al. [32] 
discussed the cyber-physical systems for 6G networks for 
security enhancement. Smart grid technology is used in the 

wireless body area network and is adaptable to all applica-
tions, including vehicles. The multilayer protection scheme 
is used to improve the network lifetime, reliability, and low 
latency which is suitable for real-time applications.

Mo et al. [33] suggested the wearable health monitoring 
system for known session special temporary information 
with the two-factor authentications to enhance the secu-
rity features in a wireless sensor network. A key agreement 
scheme is involved to improve the security enhancement 
with high network efficiency and it reduces the computa-
tional cost, communication overhead, and traffic computa-
tion. Amel Zendehdel et al. introduced the telehealth moni-
toring scheme with Bluetooth for low energy applications 
in wearable devices. This scheme involves fingerprinting, 
biometrics, and vulnerability scanning for high security and 
high reliability on the internet of things. Kong et al. [35] 
suggested smart healthcare systems which promotes com-
munication security in wireless body area networks. Jithish 
et al. [36] discussed the cyber-physical system and used the 
Markov decision process in wireless body area networks to 
increase network longevity and energy efficiency, as well as 
to defend against denial of service and deception attacks.

Vyas et al. [37] discussed the remote health monitoring 
scheme for health care applications with the help of the 
Symmetric key generation method. Cloud-assisted tech-
nology is involved to improve the storage level in wireless 
communication channels. Complex encryption techniques 
are used to identify intruders and strengthen security. Dama-
sevicius et al. [38] explained the network flow features to 
detect the different types of attackers by using the cyberse-
curity mechanism in wireless sensor networks. Alzahrani 
et al. [39] explained the cloud-based IoT scheme for remote 
patient health monitoring in body area networks. Authen-
tication protocols with session key mechanisms to avoid 
smart card attacks and improves efficiency. Irshad et al. [40] 
described how to detect cyber-attacks in wireless networks 
using a smart grid-based authentication protocol for energy 
and internet-based vehicle to grid networks. These smart 
grid networks boost energy efficiency while also lowering 
computing and communication expenses.

5 � Research Challenges in Secure WBAN

Pandey et al. [41] explained the security applications of 
wireless body area networks and the security improvement 
of wireless sensor networks. WBAN provides a key ideal 
solution to improve security enhancement by using biom-
etric and key management schemes. This technique pro-
vides authenticity and confidentiality between the patients 
and doctors. Dhanvijay et al. [42] discussed the IoT-based 
healthcare application system for high-security enhance-
ment in wireless sensor networks. An Advanced encryption 
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standard cipher scheme with elliptic curve digital signatory 
algorithm is utilized to reduce the network and handover 
delays. Mishra et al. [43] improved the security, privacy 
issues in the wireless body area networks and also discussed 
the challenges and research issues. Arfaoui et al. [44] pro-
posed the game-based virtual multiple-input and multiple-
output (MIMO) approach to enhance the security application 
on the internet of things (IoT). Traditional cryptographic 
techniques are not suitable for this internet of things and bio-
medical applications. A new proposed scheme enhances the 
physical layer security in wireless communication channels 
and this cooperative communication improves the security 
level. Narwal et al. [45] introduced the Secured, Anonym-
ity Preserving, and Lightweight Mutual Authentication and 
Key Agreement Scheme (SALMAKA). These techniques 
improve the security features by using two-hop topologies. 
This scheme reduces energy consumption, processing cost, 
computational cost and utilizes the simulation time signifi-
cantly to obtain high network efficiency.

Khan et al. [46] implemented a key generation scheme 
for wireless body area networks and communicated via 
GSM/GPRS from the patient body to the hospital monitor-
ing system. Saif et al. [47] suggested cloud-assisted secure 
data transmission and provided a cost-effective solution by 
using advanced encryption standards. This scheme reduces 
the permissible delay in peak hours for medical applications. 
Demir et al. [48] proposed the energy scavengers’ techniques 
for biomedical applications to improve security and reduces 
energy consumption. Batteries are replaced to update the 
energy reservation with low power systems. Izza et al. [49] 
explained the security features in wireless body area net-
works and implemented mutual authentication schemes to 
increase the patient’s privacy. Dodangeh et al. [50] used the 
biometrics scheme for security applications in wireless body 
area networks. Biometric uses third-party key exchange 
protocols, access control mechanisms, and key generation 
schemes for secure data transmission between the users. Al-
Janabi et al. [51] surveyed the security threats and attackers 
in wireless body networks. Many strategies are explored and 
suggested as research challenges and issues in wireless body 
area networks, including cluster-based detection, cloud-
assisted intrusion detection, and ad-hoc based communi-
cation. Baqai et al. [52] explained the node identification 
scheme to reduce the inherence rejection in optical-based 
wireless body area networks. This scheme was implemented 
by using an energy-efficient security protocol for mobile 
applications. Salayma et al. [53] explained the fault toler-
ance issues in wireless body area networks to improve the 
reliability and reduce the complexity of e-health care appli-
cations. Asif et al. [54] explained the applications of wireless 
body area networks such as medical, electronics, gaming, 
military, healthcare, emergency services, sports activities, 
and lifestyle activities. Bhanumathi et al. [55] explained the 

thermal energy-aware routing protocol to prove the energy 
efficiency in wireless body area networks. The author sug-
gested a suitable routing protocols such as QoS-centric, reli-
able routing approach, and data routing in critical situations 
for healthcare applications.

Al Shayokh et al. [56] proposed the utilization of a time-
static energy-efficient clustering algorithm and an encryp-
tion scheme in wireless body area networks. This scheme 
focused on energy consumption and security issues. Khal-
ilian et al. [57] introduced a proposed scheme to prevent 
spoofing techniques in wireless body area networks. Spoof-
ing attacks will steal the information. Patients' information 
will be stored in wireless body area networks, and also that 
data will be transferred to users. Mukhtar et al. [58] pro-
posed the scheme to improve the quality of services (QoS) 
in the wireless body area networks by using cloud computing 
technology, software-defined networks, and Kerberos sys-
tems for secure and safe communication. Mukhtar et al. [58] 
introduced human body communication (HBC) to enhance 
security in wireless body area networks. Ibrahim et al. [59] 
introduced a new star two-tier topology in wireless body 
area networks for secure authentication and confidential 
data transmission. This scheme helps to progress network 
efficiency and security.

5.1 � Evolution of WBAN

Table 3 shows the developments of wireless body area net-
works in the last five years from the range of 2016 to 2020. 
In 2016, general techniques such as clustering algorithms, 
encryption techniques are used to improve network effi-
ciency. In 2017, cloud-based detection and cluster-based 
detection techniques are utilized to identify the attackers. In 
2018, biometrics and key exchange techniques are applied 
to improve the security and authentication scheme in wire-
less body area networks. In 2019, advanced techniques such 
as elliptical curve cryptography techniques are adopted to 
concentrate on network quality. In 2020, trending tech-
niques are involved to improve network quality and secure 
communication.

6 � Research gap IN WBAN

From this observation, the body area network focused only 
on security to improve network quality. Wireless body area 
networks are used in the medical healthcare field to collect 
the patient’s information. Hence, the Patient’s emergency 
needs to be more concentrated when compared to security. 
The majority of the researchers focused on the successful 
and secure communication of patient data with the doctor. 
If the patient is in an emergency, the data must reach the 
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doctor without delay, and the critical patient's information 
must take precedence.

6.1 � Observations from Security Issues

For the past five years, the following factors have been iden-
tified and focused on wireless body area networks, as illus-
trated in Fig. 4.

The security measures concentrated on the security and 
privacy issues and resolve the authentication issues. Energy 
consumption focused on the reduction of energy utilization 
in wireless body area networks with the help of clustering 
and routing protocols. Clustering technology addresses the 
active nodes to be cluster heads and controls the energy level 
of cluster members. Network lifetime has been increased by 
saving energy. The key management scheme introduces the 
session key, mutual authentication scheme, and implemented 
in cryptographic techniques. Attacker detection will detect all 
types of denial-of-service attacks based on the resemblance 
of the attacks. This is used to find the attacker type based on 

the working process and outcome of the body area network. 
Intruder avoidance helps to move the next process of attacker 
detection. After detecting the attacker type, this intruder avoid-
ance provides the solution and helps to take an alternate path 
for efficient communication.

6.2 � Focusing Factors of WBAN

The following factors need to be implemented in the future for 
efficient wireless body area networks which is shown in Fig. 5.

Interoperability helps to improve the scalability of the wire-
less body area networks. Here, patient information need to be 
transferred to the doctor based on priority. Priority is given to 
the emergency patients and should be immediately reported 
to the doctor. Faster and more secure communication aids in 
the handling of emergency situations, ultimately saving the 
patient's life. The constrained deployment should not disturb 
others during deployments. Complexity should be lesser dur-
ing network installments. The end-user depends on the suc-
cessful data transmission between the doctor and patient with-
out any interruption.

Table 3   Developments of WBAN

Year Techniques involved Network utilized Merits

2020 Cloud-based IoT
Authentication protocols
Remote patient health monitoring
Session key
Key management

WBAN,
Wireless sensor networks,
Internet of Things,
Wireless networks

Detecting intruders
High secure efficiency
Less computational cost
High-Security features
High efficiency
Less communication overhead
Less traffic computation
High security
High reliability
Detection of middleware attacks

2019 Biometrics
Key management
Advanced encryption cipher
Elliptical curve digital signatory
Secured, anonymity preserving and lightweight mutual 

authentication and key agreement scheme (SALMAKA)

Wireless body area networks,
Wireless sensor networks,
Internet of things,
Cooperative communication

Authenticity
Confidentiality
Fewer handover delays
Less energy consumption
Less computational cost

2018 Biometrics
Third-party key exchange protocol
Cloud computing
Battery replacement

Sensor network,
Body area network,
GSM,
GPRS

Less energy consumption
High security

2017 Cluster-based detection
Cloud assisted intrusion
Routing protocols
Many surveys were involved

Body area networks based on opti-
cal and wireless

Less energy consumption
Attacker detection

2016 Clustering algorithm
Encryption
Attack’s detection
Cloud computing
Mutual authentication scheme

WBAN,
HBC,
Star topology

Network efficiency
Less energy consumption
High secure communication
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7 � Discussions and Recommendations

Al Barazanchi et  al. [60] explained a detailed survey 
between short-range and long-range communications 
technologies in wireless body area networks. Depending 
on the frequency requirement and application of transac-
tions, a different range of communication technologies will 
be used. Ayed et al. [61] discussed the trust management 
scheme and highlights the trust frameworks in wireless 
body area networks. Mallavarapu et al. [62] introduced 
wearable technologies for flexible antennas to improve the 
gain, bandwidth, and low cost. Sharma et al. [63] focused 
on secure and efficient data transmission in the body area 
network which further highlights the glitches of existing 
techniques. Sultana et al. [64] developed the new routing 
protocol on the internet of medical things to improve the 

throughput and reduce the delay for wireless body area 
networks. Singh et al. [65] explained the different archi-
tectures of wireless body area networks and it concentrates 
on the less cost and low power device. Sharn et al. [66] 

discussed the privacy and security issues based on the dif-
ferent biometric techniques. Arora et al. [67] introduced 
a suitable central node for lesser energy efficiency in the 
wireless body area networks. Qadri et al. [68] explained 
how the system changes from wireless body area net-
works to healthcare internet of things (H-IoT) and this 
helps to leads future directions in all recent aspects such 
as blockchain technology, software-defined network, and 
tactile internet. Latha et al. [69] implemented a Bayesian 
approach in wireless body area networks for emergencies 
and a high priority for emergency messages.

7.1 � Parameter’s Definition

The following parameters are used to analyze the security 
measures in WBAN such as reliability, accuracy, delivery 
rate, delay, and throughput. Reliability is calculated based 
on the performance of nodes and the network lifetime. Equa-
tion 1 states that the reliability calculation for the whole 
network. Where, s denotes the end time of simulation, i 
denotes the starting time of simulation, L denotes Lifetime, 
and N denotes Node user. The accuracy calculation for the 
entire network is given in Eq. 2. Where S(Rs) is defined as 
the network's selection of a reliable server. Reliable servers 
are determined by which node has a longer network lifetime 
than the other node servers after the simulation is completed.

The delivery rate is defined as the number of data 
received during transmission which is shown in Eq. 3. Delay 
is defined as the time taken to transmit the data from the 
end-users which is shown in Eq. 4. Throughput is defined as 
the ratio of the number of packets received to the overall net-
work time taken to transmit the data which is shown in Eq. 5.

(1)R =

s
∑

i=1

L(Ns)

(2)A = S(Rs)x100%
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Fig. 4   WBAN factors focused for the past 5 years
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End-User Experience
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Fig. 5   Future focusing factors of WBAN

Table 4   Cryptographic Techniques based on obtained results from existing techniques

Different cryptographic techniques based on obtained results

Techniques Reliability (%) Accuracy (%)

Biometrics techniques [19] 82 78
Key management scheme [41] 79 81
Mutual authentication scheme [25] 89 85
Session key arrangement scheme [39] 83 87
Elliptical curve cryptography [11] 87 89
Lightweight Scheme [31] 82 83
Trust management scheme [29] 70 72
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where D (%) represents delivery rate in percentage, D(r) 
denotes the number of packets received, D(t) denotes the 
transmitted packets. Dy represents the delay, T(n) denotes 
the time reached nth node and T(i) denotes the time initiated 
at the ith node. T represents the throughput and s represents 
the simulation time.

7.2 � Discussions

From the discussion of previous sections, this survey realizes 
the wireless body area networks focused on the security and 
privacy issues by using cryptographic techniques, attackers’ 
detection techniques, and general techniques. Tables 4 and 
5 shows that the different cryptographic and attacker tech-
niques results obtained from the existing technqiues.

The following cryptographic techniques concentrate on 
the security and privacy issues and obtained efficient results 
such as high reliability and accuracy.

•	 Biometrics techniques [19]
•	 Key management scheme [41]
•	 Mutual authentication scheme [25]
•	 Session key arrangement scheme [39]
•	 Elliptical Curve cryptography [11]
•	 Lightweight Scheme [31]

(3)D(%) =
D(r)

D(t)
x100

(4)Dy = T(n) − T(i)

(5)T = D(r)∕s

•	 Trust management scheme [29]

Figure 6 shows a comparison of cryptographic tech-
niques. Biometrics techniques [19] obtained the 82% of reli-
ability and 78% of accuracy. The key management scheme 
[41] obtained the 79% of reliability and 81% of accuracy. 
Mutual authentication scheme [25] obtained the 89% of reli-
ability of 85% of accuracy. The session key arrangement 
scheme [39] obtained the 83% of reliability and 87% of accu-
racy. Elliptical Curve cryptography [11] obtained the 87% 
of reliability and 89% of accuracy. Lightweight Scheme [31] 
obtained the 82% of reliability and 83% of accuracy. Trust 
management scheme [29] obtained the 70% of reliability 
and 72% of accuracy. When compared to other techniques 
mutual authentication scheme achieves higher reliability and 
the elliptical curve cryptographic technique achieves high 
accuracy in wireless body area networks.

Table 5   Attacker Detection Techniques based on obtained results from existing techniques

Different attacker detection techniques based on obtained results

Techniques Delivery 
rate (%)

Spoofing attacker [57] 75
Jamming Attack [21] 72
DoS Attacks [36] 82
Vulnerable attacks [26] 84
High and low-rate attacks [27] 89

Different methodologies obtained results using WBAN

Methodologies Through-
put 
(Mbps)

Clustering technology [38] 1.8
Efficient routing protocol [6] 1.4
Cloud assisted technology [23] 1.9

Fig. 6   Comparison of cryptographic techniques
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The following attacker detection techniques concentrate 
on the identification of attackers and provide a solution to 
overcome the attackers. This type of attack concentrates on 
efficient results such as a high delivery rate and lesser delay.

•	 Spoofing attacker [57]
•	 Jamming Attack [21]
•	 DoS Attacks [36]
•	 Vulnerable attacks [26]
•	 High and low-rate attacks [27]

Figure 7 shows the comparison of attacker detection tech-
niques. Spoofing attacker detection method [57] obtained 
the 75% of delivery rate after detecting the attacks, Jam-
ming Attack detection method [21] obtained the 72% of the 
delivery rate, DoS attack detection method obtained 82% 
of delivery rate, Vulnerable attack detection methods [26] 
obtained 84% of delivery rate and High and low-rate attack 
detection method [27] obtained the 89% of delivery rate. 
Here high and low-rate attacks achieve a higher delivery rate 
and that leads to lesser delay compared to other techniques.

The following general techniques concentrate on the 
improvement of energy efficiency with secure communica-
tion. This provides efficient results such as high throughput 
and network lifetime.

•	 Clustering technology [38]
•	 Efficient routing protocol [6]
•	 Cloud assisted technology [23]

Figure 8 shows that the comparison of different techniques 
in wireless body area networks and cloud-assisted technol-
ogy has high throughput due to high storage server and clus-
tering technology has a high network lifetime due to lesser 
energy consumption. Clustering technology [38] obtained the 

throughput of 1.8 Mbps, Efficient routing protocol [6] obtained 
the throughput of 1.4 Mbps and Cloud assisted technology 
[23] obtained the throughput of 1.9 Mbps.

7.3 � Recommendation

Mucchi et al. [70] suggested the 6G technology for health-
care applications and the adoption of ICT technology pro-
duced a drastic improvement in future healthcare systems. 
The prominent factors included in 6G technology provide the 
high speed and high communication between the users. Devi 
et al. [71] provided new insights to the research community 
with the help of unmanned aerial vehicles in order to moni-
tor the patients and disinfect common areas. Garg et al. [72] 
explained the advantage of flying ad-hoc networks and the 
importance of unmanned aerial vehicle transmission. Ali et al. 
[73] introduced the routing aware mechanism of flying ad-
hoc networks. The unmanned aerial vehicle possesses sudden 
topology changes, fastest data transmission, next-hop selection 
and also eliminates the dissemination loops with the efficient 
routing mechanism in Flying AdHoc Network (FANET). Muc-
chi et al. [74] explained the overview of security threats in 
WBAN, and this article differentiates the in or on-body archi-
tecture. Current trending factors such as secure mobile com-
munication, cross-technology machine, physical layer security, 
cognitive radio, and block-chain plays a vital role in healthcare 
applications.

The limitations of flying ad-hoc networks include high node 
mobility and random topological changes [75], which results 
in a high drop rate and less security. The advantage of FANET 
includes a high delivery rate with the fastest communication 
due to the direct line of sight path between the unmanned aer-
ial vehicles. The process of transmitting patient data using an 
unmanned aerial vehicle in a flying ad-hoc network is known 
as a flying body area network.

After summarizing all the above points, this investigation 
recommends the implementation of body area networks with 
unmanned aerial vehicles for secure and faster communica-
tion. To overcome the limitation of wireless body area net-
works, the advantage of flying ad hoc networks and flying 
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body area networks with unmanned aerial vehicles helps to 
improve the interoperability and constrained deployment in 
healthcare applications. This will assist the patients to reach 
the doctor remotely without any interruptions. The speed of 
data transmission from patient to doctor can be enhanced with 
the use of flying body area networks. This flying body area 
network concentrates on the improvement of data speed and 
data security during data transmission.

8 � Conclusion

In the current scenario, WBAN is emerging as a salient 
approach in the healthcare field. This demanding network 
helps to transmit the data from the patient to the doctor 
without any disturbances. Remote e-health monitoring is a 
demanding scheme in healthcare and biomedical applica-
tions. Security, privacy, energy efficiency, network lifetime, 
computational overhead, packet delivery rate is to be con-
centrated in wireless body area networks. This investiga-
tion summarizes the issues, challenges, developments, and 
security limitations in a wireless body area network. Various 
techniques are involved in secure WBAN are cryptography, 
attacker detection, denial of service attacks, cloud-assisted 
schemes, clustering schemes, routing protocols and privacy 
issues. These techniques concentrated on the quality of ser-
vices such as high throughput, lesser delay, and drop rate. It 
is observed that the research issues and recommended fly-
ing ad-hoc networks for healthcare applications is utilized 
to obtain faster and secure communication in this COVID-
19 situation. Unmanned aerial vehicle transmission leads to 
make faster communication by using the internet and also 
without any human interruptions. This contributes to the 
realization of future possibilities in all domains of biologi-
cal applications.
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