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Abstract

Real-time monitoring of medical test parameters as well as biological and chemical substances

inside the human body is an aspiration which might facilitate the control of pathologies and

would ensure better effectiveness in diagnostics and treatments. Future Body Area

NanoNetworks (BANN) represent an ongoing effort to complement these initiatives, although

due to its early stage of development, further research is required. This paper contributes with

a hierarchical BANN architecture consisting of two types of nanodevices, namely, nanonodes

and a nanorouter, which are conceptually designed using technologically available electronic

components. A straightforward communication scheme operating at the THz band for the

exchange of information among nanodevices is also proposed. Communications are

conducted in a human hand scenario since, unlike other parts of the human body, the negative

impact of path loss and molecular absorption noise on the propagation of electromagnetic

waves in biological tissues is mitigated. However, data transmission is restricted by the tiny

size of nanodevices and their extremely limited energy storing capability. To overcome this
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concern, nanodevices must be powered through the bloodstream and external ultrasound

energy harvesting sources. Under these conditions, the necessary energy and its management

have been thoroughly examined and assessed. The results obtained reveal the outstanding

ability of nanonodes to recharge, thus enabling each pair of nanonode–nanorouter to

communicate every 52 min. This apparently long period is compensated by the considerably

high number of nanonodes in the network, which satisfies a quasi-constant monitoring of

medical parameter readings.

Keywords

Wireless nanosensor networks; Terahertz band; Energy harvesting; Nanodevice;

Human-body scenario

1. Introduction

Nanonetworks will be a powerful technological solution enabling the detection, acquisition

and monitoring of physical magnitudes in application scenarios which are hitherto

unimaginable. It is even possible to foresee data processing, the communication of results, and

decision-making tasks, all being carried out on a nanoscale level and with unprecedented

accuracy. Medical parameters such as body temperature, glucose levels or cancer biomarker

detection will be gathered in real-time and dispatched to remote destinations through

nanodevices (in this work, for nanodevices we mean nanomachines based on electronics with a

scale measured in nanometers), which will play an important role in the field of

nanonetworking. In this regard, one of the most promising applications of nanonetworks is

their use as Body Area NanoNetworks (BANN); in which, for instance, interconnected

nanodevices flow into the bloodstream, reporting information to specialist external personnel

(e.g. doctors) or information processing systems (e.g. Big Data paradigm).

However, the design, implementation and deployment of nanonetworks in a living biological

environment poses considerable problems, which must be overcome; in turn presenting

challenges in many different research fields such as signal propagation, antennas, and

information technology, among others. The extremely high electromagnetic (EM) frequencies

required for communication among nanodevices (expected in the THz band) together with the

particular channel requirements in biological tissues (extremely high path loss and molecular

absorption noise values) restrict signal propagation. A possible approach consists of increasing
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transmission power in order to successfully send/receive data. However, due to the tiny size of

nanodevices, their available energy is highly limited. Under these circumstances, a trade-off

between both concerns (transmission power and consumed energy) must be analyzed and

quantified. Unfortunately, according to the best of our knowledge, few studies in literature

tackle this problem [[1], [2]].

Therefore, more effort must be devoted to developing a realistic energy model that would

guarantee sufficient power to appropriately supply the nanodevices. In this paper, firstly, we

contribute with the design and development of a specific energy model for a BANN, which

considers and evaluates the concerns related to the channel and the nanoscale. To minimize

the negative impact of signal propagation and molecular absorption losses, we consider a

human hand scenario, given the thinness of its biological tissues. Unlike other BANN works, a

detailed study of radio propagation losses is carried out, taking into account the most relevant

biological tissues of the human hand scenario under study.

To achieve energy consumption attuned to the needs of mission-driven nanodevices, a

straightforward communication scheme in a thorough design of a network architecture is

proposed and assessed. Both the network architecture and communication scheme constitute

the second contribution of this work, discussing the facilities for sensing a biological

parameter and transmitting it outside the human body. To this end, we propose a hierarchical

architecture composed of two types of nanodevices, which we also design conceptually.

Namely, (i) nanonodes circulating in the bloodstream, which collect and exchange information

with a (ii) nanorouter implanted into the skin of a hand. Close to the nanorouter, and outside

the body, a gateway connects the BANN to the external world, via conventional technologies,

such as Bluetooth or WiFi. It is worth mentioning that all the components of the nanodevices

have been selected from advanced but available technologies.

Finally, our third contribution relates to energy management, in particular, to supplying the

appropriate power to nanodevices to enable them to conduct their tasks. Due to the

unfeasibility of manipulating them and, therefore, replacing “traditional” batteries, the power

supply system in both nanonode and nanorouter, should enable energy harvesting and

storage. In this endeavor, piezoelectric nanowires and a rechargeable nanocapacitor have to be

integrated into the nanodevices. Considering the scenario and the architecture here proposed,

the power provision for nanonodes is achieved by employing two types of energy harvesting

sources: (i) the bloodstream of the human body itself, and (ii) an ultrasound external source

placed in the hand. Both induce movements in the nanowires, ensuring a constant battery

recharge. Conversely, the nanorouter battery is continuously recharged by the ultrasound

external power supply.

The rest of the paper is organized as follows. In Section 2, we review the related work in the

area. In Section 3, we propose a layered channel model that simulates the dorsum of a human
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hand. Concerning the biological channel, we analyze both path loss and molecular absorption

noise. Section 4 is devoted to determining the power consumption of a nanonode and a

nanorouter. Likewise, in Section 5, the energy harvesting rate is accurately calculated to obtain

the time required by a nanonode to recharge its nanocapacitor. Finally, in Section 6, a

communication scheme is offered, subject to the particular restrictions of the scenario under

consideration. Section 7 concludes this work.

2. Related work

To the best of our knowledge, a realistic case of study for a BANN contributing with an

exhaustive work in terms of nanodevice design, integrating communication mechanisms to

extend the lifetime of nanodevices has not been reported yet in the scientific literature. In this

regard, different papers have tackled specific aspects referring to nanocommunications, such

as network topology, communication schemes, channel characterization, or the energy

consumption of nanodevices. However, unlike our work, these nanocommunication topics are

regarded as isolated islands, and a comprehensive and more practical solution which

encompasses all of them is not offered.

Concerning BANN topologies, diverse studies have dealt with how a BANN should be

deployed [[3], [4]], proposing a generic hierarchical architecture consisting of a nanointerface

receiving external requests and returning the requested data, a nanorouter collecting data

from nanonodes, and in turn, the nanonodes gathering data from the human body. However,

the communication scheme portrayed did not suggest any solution to overcoming the huge

absorption losses in the biological tissues at the THz band. Thus, the energy required to

accomplish the communication between nanodevices must be significantly higher than the

value employed in the communication schemes described in these works. As a result, the

packet exchange suggested between nanorouter and nanonode cannot be feasibly

implemented.

Continuing with works related to the communication scheme in a nanonetwork, in [5], a

handshake-based MAC protocol for nanonetworks is proposed. In this protocol, nanodevices

are able to dynamically choose different physical layer parameters based on the channel

conditions and their remaining energy. Nevertheless, there are two main drawbacks not

covered by this protocol. Firstly, contemplating a realistic nanonode design [6], the handshake

process requires an amount of energy in the nanonode that would deplete the energy stored in

its nanocapacitor without sending any useful data. Secondly, nanonodes might not have

enough computational resources to find and share the optimal channel communication

parameters. In [7], authors designed a routing framework for nanonetworks to optimize energy

consumption, thus developing a multi-hop decision algorithm. In this approach, the

nanorouter decides upon the distance to the nanonodes; if they must send the data directly to
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the nanorouter or through multi-hop transmission. However, due to the extremely limited

capability of nanodevices in terms of processing and memory, they should employ a simpler

communication scheme. It should be mentioned that these studies are mainly focused on

general Wireless NanoSensor Networks (WNSN), while the design of energy-efficient protocols

for BANNs, remains scarcely explored. In this paper, we provide a straightforward

communication scheme adapted to a realistic scenario in order to accomplish

communications, considering the limited resources of nanodevices.

Regarding the THz channel characterization, in [8], a propagation model for EM

communications in the THz band is developed. The radiative transfer theory and molecular

absorption are considered in this work. The model accounts for the total path loss and the

molecular absorption noise that a wave in the THz band experiences when propagating over

very short distances. In particular, for biological tissues, the characteristics of EM waves

propagating inside the human body at terahertz frequencies was studied in [1]. Based on the

obtained path losses and noise level in different human tissues (skin, fat, and blood), authors

evaluated the channel capacity within the human body. However, the total path loss was not

computed in a realistic scenario. In this context, the work in [9], took into account the

inhomogeneous structure of biological tissues to calculate path loss in a biological medium.

Even though the path loss obtained was extremely accurate, a communication scheme to

accomplish communication between nanodevices was not contemplated. To face these

challenges, our paper considers the path loss in a human hand to properly design a

communication scheme for a BANN.

With regards to energy management in a nanonetwork, the pioneering work of Jornet et al. [2],

proposed a theoretical analysis of energy harvesting in a nanonetwork. This model was

designed considering both the energy harvesting and the energy consumption processes. As in

our paper, authors contemplated a capacitor to store energy collected from a piezoelectric

nanogenerator. However, authors did not consider current technologies to estimate the

maximum energy stored in a nanonode, nor higher transmitted energy values to overcome the

channel loss of biological tissues in the THz band.

3. Terahertz biological channel model

In this section, the characterization of a biological channel in the THz band is proposed. The

dorsum of a hand is taken as a reference scenario, which is modeled as a 4-layered structure

(each layer corresponds to a specific type of biological tissue). Once the channel composition is

defined, we compute the total path loss by analyzing the main electrical properties of each type

of biological tissue at 1 THz. Finally, the molecular noise is also studied to determine its

incidence on the communication scheme.
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3.1. Scenario under study/channel composition

The scenario under study is illustrated in Fig. 1 where an external portable device (gateway),

placed at the dorsum of a hand, feeds the nanorouter by ultrasounds. The nanorouter is

implanted into the skin to be able to communicate with the nanonodes, which are in constant

movement in the bloodstream. Thus, to estimate the path loss between the nanonode and

nanorouter, the biological composition of the dorsum of the hand has been modeled as a

layered structure, similar to the model proposed in previous works [[1], [9]]. The upper layer is

composed of skin, split into dermis and epidermis. Both human tissues have very similar

electrical properties, as demonstrated in [10], thus, in our study, we have considered both as

one single tissue. The middle layer represents the subcutaneous fat, which in the back of the

hand is rather thin. This thinness makes this part of the human body one of the most suitable

for establishing a BANN, since the distance between the outside of the human body and the

vein is fairly short (Table 1). Finally, the lower layer, which models the vein, is made up of

blood. This will recreate the situation in which the nanonode is operating in the circulatory

system. Both nanodevices must be encapsulated in a biocompatible capsule/artificial cell to be

implanted into the human body, as cited in [11].

The thickness of each tissue, specified in Table 1, has been obtained from experimental

measurements reported in scientific literature for the dorsum of the hand [[12], [13], [14], [15]].

When a range of thickness is suggested in the literature, the worst case scenario, that is, the

greatest thickness, has been adopted. Finally, note that the blood layer thickness stands for the

diameter of a dorsal hand vein.

Download : Download high-res image (422KB) Download : Download full-size image

Fig. 1. Hierarchical BANN architecture.

In our scenario, both nanorouter and nanonode are supposed to be placed inside the human
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body. The nanorouter is located in the skin, since its thickness allows a straightforward

implantation. In our model, it is in the interface between the dermis and epidermis, facing

downwards to keep its nanoantenna radiating to the vein and thus facilitating communication

with the nanonodes. The nanonodes flow through a vein, and to study the more common

scenario, we consider in our model that the nanonode is positioned in the center of the vein.

Table 1. Thickness of each biological tissue (dorsum of the hand).

Dermis 1.06

Subcutaneous fat 0.06

Blood 1.20

3.2. Path loss

The model proposed by Jornet and Akyildiz in [8] to calculate the path loss of the THz channel

in water vapor paved the way for later path loss studies in biological tissues. Based on this

approach, in [1], a theoretical path loss model is proposed, in which the channel losses are

formulated as the addition of two contributions: the spreading loss and the molecular

absorption loss. The first term represents the transmission of the EM wave in the physical

medium, which can be easily modeled by the Friis path loss formula. We adapt this equation to

our biological case of study, which is defined as:

where  is the propagation distance,  is the free-space wavelength, and  stands for the

refractive index of the medium. At a frequency of 1 THz ( m), the spreading loss is

considerably high, severely limiting the transmission range of nanonodes. This is the reason

why our human body scenario sharply reduces the communication distance between the

nanorouter and the nanonode.

The second term of the path loss accounts for the attenuation caused by molecular absorption. In

general, when EM waves propagate through a material, a fraction of the EM energy radiated by

a nanoantenna is converted into the internal kinetic energy of the molecules. This process

depends on the working frequency and the biological tissue under consideration (i.e. it differs

Biological tissue Thickness (mm)

Epidermis 0.19

(1)
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from a wave propagating in the skin or in the blood). Therefore, from a mathematical

viewpoint, the molecular absorption of each material can be characterized by the so-called

absorption coefficient ( ), which varies with the frequency. Thus, given , the molecular

absorption path loss can be obtained by the following expression [8]:

where  is the propagation distance. In order to calculate the absorption path loss at 1 THz,

Table 2 shows the absorption coefficient together with  for each tissue in the model at the

required frequency [10].

Once each analytical term of the losses has been detailed, the total path loss of the channel can

be expressed as follows:

Table 2. Physical properties for skin, subcutaneous fat, and blood respectively.

Subcutaneous

fat

80 1.50 0.6 1.38

Blood 215 1.96 0.15 1.66

Analyzing the expression (3), it can be seen that the total path loss increases as the frequency,

distance or absorption of the medium (or a set of parameters) rises. To be precise in our study,

the total path loss must be derived for each biological tissue, since each one will impact

differently on the path loss calculation due to its specific refractive index and absorption

coefficient. Therefore, to calculate  these two parameters at 1 THz and the distance

of each tissue must be taken into consideration. The dependence of the total path loss for skin,

fat, and blood on the distance are shown in Fig. 2, where the huge losses per length unit can be

perceived. It is noteworthy that, in accordance with the work in [1], the losses caused by

reflections in the interfaces between layers are not considered due to the similar electrical

properties of the tissues.

(2)

(3)

Biological

tissue

Absorption coefficient

at 1 THz ( )

Refractive

index 

Acoustic absorption

coefficient (dB 

)

Acoustic

impedance

(MRayl)

Skin 110 1.73 1.84 1.99
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In our base scenario, the nanonode could start the information exchange with the nanorouter

when it travels through the dorsum of the hand. In the same way as the nanorouter,

nanonodes can harvest energy from ultrasounds if they are close enough to the gateway. Under

these conditions, they send data during the period of time from the entrance into the

ultrasound region to the arrival to the shortest distance point with the router (SDP), which is

the location where the distance between both devices is minimal. The length of the ultrasound

region, in which energy from ultrasounds can be harvested efficiently, has been considered

5 mm as a design parameter. This length is enough to ensure the straightforward integration

of the ultrasound energy source into a small external wearable (e.g. a bracelet, as shown in Fig.

1). Thus, we calculate the total path loss in this range of distances, in accordance with the

scheme depicted in Fig. 3.

Download : Download high-res image (185KB) Download : Download full-size image

Fig. 2. Total path loss for skin, fat and blood as a function of distance at 1 THz.

Here, the distance between transmitter and receiver depends on the distance from the

nanonode to the SDP ( ). As can be seen, the fraction of distance traveled by the EM wave

through the skin ( ), fat ( ), and blood ( ) also varies, which will directly affect the

total path loss. Applying basic trigonometry, , , and  as a function of  have been

correspondingly calculated:

(4)

(5)
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where , , and  stand for the thickness of skin, fat, and blood, respectively, and 

is the minimum distance between nanorouter and nanonode.

Download : Download high-res image (1MB) Download : Download full-size image

Fig. 3. Distance scheme at the ultrasound region.

Under these conditions, substituting the specific values for , , and  for each biological

tissue in the expression (3), the total path loss as the nanonode moves across the ultrasound

region is shown in Fig. 4. It can be observed that the total path loss sharply decreases as the

nanonode goes into the ultrasound region (getting closer to the nanorouter) and reaches its

minimum value (124 dB) when  is equal to zero, that is, when the nanonode is in the SDP.

However, as the nanonode moves away from the SDP, the path loss quickly increases.

Therefore, in order to maximize the probability of completing the communication without

error (corrupted or lost information), the nanonode should be activated as close as possible to

the SDP.

(6)
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Fig. 4. Path loss as a function of the distance to the SDP.

3.3. Molecular absorption noise

The absorption phenomenon from molecules present in the medium, not only affects the

properties of the channel in terms of attenuation, but it also introduces noise. As was studied

in depth in [8], this is the major noise contribution at the THz band. The intrinsic noise

caused by the electronics systems based on graphene (material proposed to build

nanoantennas in most researches) can be considered negligible [[16], [17]]. To reduce the effect

of molecular absorption noise, the technique proposed by Akyildiz and Jornet, based on the

transmission of femtopulses, along with an On–Off Keying modulation (TS-OOK) [18], is the

communication procedure chosen for the communication between nanonode and nanorouter.

It employs ultra-short pulses (100 fs) to send a logical ‘1’, while the logical ‘0’ is transmitted as

silence.

As detailed in [8], molecular noise relies on the emissivity of the channel, ( ), which can be

defined as a function of the absorption coefficient ( ):

where  is the propagation distance. The equivalent noise temperature due to molecular

absorption ( ) expressed in Kelvin is defined as:

where  denotes the reference temperature, which in our case corresponds to normal human

(7)

(8)

A nanoscale communication network scheme and energy model for a h... https://www.sciencedirect.com/science/article/pii/S1878778917300868

11 of 31 29/12/2021, 12:12

https://ars.els-cdn.com/content/image/1-s2.0-S1878778917300868-gr4_lrg.jpg
https://ars.els-cdn.com/content/image/1-s2.0-S1878778917300868-gr4_lrg.jpg
https://ars.els-cdn.com/content/image/1-s2.0-S1878778917300868-gr4_lrg.jpg
https://ars.els-cdn.com/content/image/1-s2.0-S1878778917300868-gr4_lrg.jpg
https://ars.els-cdn.com/content/image/1-s2.0-S1878778917300868-gr4_lrg.jpg
https://ars.els-cdn.com/content/image/1-s2.0-S1878778917300868-gr4.jpg
https://ars.els-cdn.com/content/image/1-s2.0-S1878778917300868-gr4.jpg
https://ars.els-cdn.com/content/image/1-s2.0-S1878778917300868-gr4.jpg
https://ars.els-cdn.com/content/image/1-s2.0-S1878778917300868-gr4.jpg
https://ars.els-cdn.com/content/image/1-s2.0-S1878778917300868-gr4.jpg
https://www.sciencedirect.com/science/article/pii/S1878778917300868#b8
https://www.sciencedirect.com/science/article/pii/S1878778917300868#b8
https://www.sciencedirect.com/science/article/pii/S1878778917300868#b16
https://www.sciencedirect.com/science/article/pii/S1878778917300868#b16
https://www.sciencedirect.com/science/article/pii/S1878778917300868#b17
https://www.sciencedirect.com/science/article/pii/S1878778917300868#b17
https://www.sciencedirect.com/science/article/pii/S1878778917300868#b18
https://www.sciencedirect.com/science/article/pii/S1878778917300868#b18
https://www.sciencedirect.com/topics/materials-science/ultrashort-pulse
https://www.sciencedirect.com/topics/materials-science/ultrashort-pulse
https://www.sciencedirect.com/science/article/pii/S1878778917300868#b8
https://www.sciencedirect.com/science/article/pii/S1878778917300868#b8


body temperature (310 K). From (8), the noise power spectral density (N) can be expressed as

follows:

where  stands for the Boltzmann constant. Thus, the noise power at the receiver ( ) can be

calculated by integrating  over the transmission bandwidth (B):

This expression computes the noise power at the receiver. However, this noise is only present

when a femtopulse is propagating through the medium, that is, when a logical ‘1’ is being

transmitted. Otherwise, the noise at the receiver is nearly zero. As the time between pulses is

seven orders of magnitude larger than the pulse duration, the molecular noise power should

not be detected in a different pulse period, thus reducing the effect of noise in bit detection

errors. As a consequence of molecular noise behavior, the noise power is added to the power

transmitted, resulting in the deforming and spreading of the pulse in time (see Fig. 5). This

spread is due to the relaxation time of the molecules, and it is defined as the amount of time

required for excited molecules to reduce their amplitudes below 10% [19]. For this type of

femtopulse, the relaxation time is between 1 and 5 ps, which is much shorter than the time

between pulses (2 s, justified in Section 4) and therefore, intersymbol interference (ISI) is

unfeasible.

Hence, the molecular noise at the receiver when a logical ‘0’ is transmitted (the transceiver

remains silent), is negligible. As the electronic noise envisaged for graphene-based devices is

extremely low, the difference of energy levels between the reception of a logical ‘1’ and a logical

‘0’ is substantial. This implies that the proposed TS-OOK modulation is robust enough to

carry out the communication between nanodevices while keeping the communication process

as simple and reduced in computer complexity as possible.

(9)

(10)

A nanoscale communication network scheme and energy model for a h... https://www.sciencedirect.com/science/article/pii/S1878778917300868

12 of 31 29/12/2021, 12:12

https://www.sciencedirect.com/science/article/pii/S1878778917300868#fd8
https://www.sciencedirect.com/science/article/pii/S1878778917300868#fd8
https://www.sciencedirect.com/topics/engineering/noise-power-spectral-density
https://www.sciencedirect.com/topics/engineering/noise-power-spectral-density
https://www.sciencedirect.com/topics/engineering/boltzmann-constant
https://www.sciencedirect.com/topics/engineering/boltzmann-constant
https://www.sciencedirect.com/topics/computer-science/transmission-bandwidth
https://www.sciencedirect.com/topics/computer-science/transmission-bandwidth
https://www.sciencedirect.com/science/article/pii/S1878778917300868#fig5
https://www.sciencedirect.com/science/article/pii/S1878778917300868#fig5
https://www.sciencedirect.com/science/article/pii/S1878778917300868#b19
https://www.sciencedirect.com/science/article/pii/S1878778917300868#b19
https://www.sciencedirect.com/science/article/pii/S1878778917300868#sec4
https://www.sciencedirect.com/science/article/pii/S1878778917300868#sec4
https://www.sciencedirect.com/topics/engineering/intersymbol-interference
https://www.sciencedirect.com/topics/engineering/intersymbol-interference


Download : Download high-res image (123KB) Download : Download full-size image

Fig. 5. Pulse spreading at the receiver due to molecular noise.

4. Nanonetworking devices: definition, features and power consumption

As previously mentioned, the limited nanodevice energy resources lead to the use of a

hierarchical nanonetwork architecture to enable the junction between macro and nano worlds,

following the scheme described in [20]. As shown in Fig. 1, nanonodes are the smallest

nanodevices (with just a few m in size) in our scenario and belong to the lowest level of the

hierarchy, traveling through the veins. In the upper level, the nanorouter gathers the data

collected by nanonodes and is able to communicate with the gateway using a THz

communication system. The gateway dispatches sensor data to a traditional external system

via WiFi or Bluetooth (the communication between the gateway and the nanorouter is not

covered in this work). It is noteworthy that a critical aspect of properly designing the

communication scheme is to determine the consumption of each nanodevice. Thus, in this

section, we estimate their energy consumption based on feasible technologies in order to

design a communication schedule able to work under realistic conditions.

4.1. Nanonode power consumption

The energy required by a nanonode to communicate with a nanorouter should be accurately

determined to accomplish a specific application, since the operating environment conditions

change according to the scenario under study (varying the amount of harvested energy). To

address this problem, we refer to a previous work [6], in which the nanodevice proposed is in
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the lowest level of the nanonetwork hierarchy (nanonode). A nanonode must gather, store and

process sensor information to later transmit it via a THz band communication system. These

tasks should be carried out under an appropriate energy consumption scheme resulting in an

acceptable recharge time for nanodevices. In this proposal, the nanodevice is divided into five

main components (see Fig. 1), namely: (i) nanoprocessor; (ii) memory nanomodules (RAM and

ROM memories), (iii) graphene radiocommunication nanosystem, (iv) nanosensor, and (v)

energy nanogenerator. In order to encompass all these components in a tiny device, the

dimensions of the nanonode proposed in [6] are 8   8   3 m. In the following subsections,

the first four components are reviewed, paying special attention to power consumption, while

the energy required for the nanogenerator is further analyzed in Section 5.

4.1.1. Nanoprocessor

The nanoprocessor is responsible for handling the basic protocol instructions received from

the nanorouter, such as waking up/sleeping, reading data from the sensor or transmitting a

frame, among others. Moreover, it will drive the operation of the remaining nanonode

components to bring out the best performance of the nanodevice and ensure its proper

functioning in terms of sensor data collection, storage, processing and communication.

However, carrying out these functions is not an easy task, due to the fact that the available area

in the nanonode is tightly restricted, and therefore, the resources available to the

nanoprocessor will also be rather limited. This concern was extensively discussed and analyzed

in [6], concluding that the SiGe-based transistor (with 7 nm technology) is the best

technological option nowadays to obtain a functional nanoprocessor that satisfies the expected

nanonode requirements in both size and energy consumption. Specifically, its power

consumption, as analyzed, is estimated to be 140 nW for a processor working at 500 kHz. This

operating frequency is enough to accomplish the aforementioned required tasks while

maintaining the condition of very low energy consumption.

4.1.2. Memory nanomodules

Diverse types of memories are encompassed in the nanonode; each one of them intended to

store information according to different purposes. Firstly, to read/write data rapidly, a RAM

(Random Access Memory) module is included. Since the physical position of the data to be

read or written is irrelevant, it makes RAM an appropriate solution for cache memories, where

data handled by the processor will be temporarily stored. Analyzing the complete RAM family,

the technological solution that best fits our particular needs is the A-RAM memory, which

combines the advantages of dynamic (DRAM) and static (SRAM) memories [21]. However, due

to its volatile nature, A-RAM requires a continuous refreshing signal to retain the data.

Secondly, to store permanent data, such as the preset software to boot the nanodevice, a ROM

module is also required. For this purpose, NOR flash memory is the best choice, since it

assures low read access times, preserving an acceptable bit density and restrained energy
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consumption when reading. Regarding their power consumption, as reported in [6], the

consumption of RAM and ROM modules is included in the value given for the nanoprocessor.

4.1.3. Radiocommunication nanosystem

A radiocommunication nanosystem is required to allow the nanonode to communicate, via

EM waves, with the nanorouter or other nanonodes. The first component to deal with in our

radiocommunication system is the antenna. At the nanoscale, traditional metallic antennas are

not a feasible solution, since they must radiate in the range of hundreds of THz, entailing

huge channel attenuation and thus, extremely short transmission coverage. Going beyond this

traditional technology, research on other nanotechnological areas has led to the choice of

graphene as the best material for the design and development of viable nanoantennas, able to

furnish EM nanocommunications [22]. The key advantage of graphene nanoantennas is the

ability to propagate surface-plasmon–polariton (SPP) waves at lower frequencies than noble

metals [23]. This behavior allows graphene antennas with the size of a few m to resonate in

the range of 1 to 10 THz, which involves resonant frequencies two orders of magnitude lower

than those in a nanoscale metal antenna. Moreover, a terahertz transceiver must be integrated

into the nanonode in order to feed and drive the graphene nanoantenna. The terahertz

transceiver proposed in [24], which was specifically designed to be integrated in a nanodevice,

is composed of two blocks, an electric signal generator and a graphene-based plasmonic

nanotransceiver. The former modulates an electric signal, which carries the bit stream to be

sent, while the latter transforms the electric signal into an SPP wave at terahertz frequencies.

Thus, the complete radiocommunication nanosystem is composed of the two blocks of the

transceiver along with a graphene patch nanoantenna.

Concerning energy consumption, the proposed TS-OOK modulation is based on the use of

ultra-short pulses in order to reach a high-power value using a slight amount of energy. Under

this premise, the communication system is able to inject 100 pJ in a pulse of 100 fs, entailing a

power transmission of 60 dBm. As was previously calculated, the total path loss at the SDP is

124 dB. Both values (power transmission and path loss) are employed to derive the received

power at the receiver, which is −64 dBm. This is an acceptable value to fulfill the EM

communication. The use of these femtopulses is feasible due to the very large available

bandwidth (1 THz, ranging from 0.5 to 1.5 THz). Besides, in comparison with the transmission

of pulses, the radiocommunication nanosystem will consume less energy in receiving a pulse

from the nanorouter. So, considering the energy consumption values for a nanodevice

proposed in [2], we adopt a consumption of 0.1 pJ per pulse received.

4.1.4. Nanosensor

New physical, chemical, and biological nanosensors have been developed by employing

graphene and other nanomaterials in their fabrication process [[25], [26], [27], [28]], which
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contribute novel properties different than the well-known traditional materials. So,

nanosensors would identify and measure new events at the nanoscale level, for instance, the

physical characteristics of nanostructures, chemical compounds in concentrations as low as

one part per billion, or the presence of biological agents such as viruses, or cancerous cells.

Thus, the nanosensor included on the nanonode will ultimately depend on the specific

application of the BANN. As each nanosensor will require a particular amount of energy to

operate, we assume the generic value employed in [6], that is, 50 nW.

4.2. Nanorouter power consumption

In the same way as the nanonode, nanorouter specifications are crucial in guaranteeing

appropriate performance. As the nanorouter must carry out tasks that require greater

computing resources than the nanonode, its physical area should ensure the integration of an

energy harvesting system large enough to power its hardware. Under these circumstances, the

size envisaged for the nanorouter is 1.3   1.3   0.5 mm, as will be justified in Section 5.2.

Concerning the hardware included in the nanorouter, the layout will be analogous to the

nanonode but on a larger scale. This increase in size, along with the increment of computing

resources, involves higher energy consumption, which must be adapted to our application

scenario.

On the one hand, our estimation for the power consumption of the processor is founded on

the following requirements: (i) the nanorouter processor is based on the 7-nm SiGe-based

transistor, and therefore, it is larger than the one included in the nanonode, coming close to

the size of commercial microprocessors [29], and (ii) the operating frequency should ensure

suitable performance. Therefore, as an upper limit, we consider that the nanorouter processor

will consume the same energy per cycle as the processor built in [29], that is, 2.8 nW per kHz.

Regarding the operating frequency, it is set to 5 MHz, since it is affordable for the energy

harvesting system and should be high enough to provide the additional processing power

required to manage communication with a large number of nanonodes and exchange data

with the gateway. Thus, the average power consumption of the nanoprocessor including the

ROM and RAM modules is 14 W.

On the other hand, the radiocommunication system encompassed in the nanorouter would be

quite similar to that of the nanonode, since the frequency range covered should be the same in

both devices (in the THz band). For the sake of simplicity, in this study, we consider that the

nanorouter employs the same modulation scheme as the nanonode (TS-OOK), with a pulse

duration and energy which have been set to 100 fs and 100 pJ, respectively. Regarding the

transmission pulse rate, we think it is reasonable that the nanorouter has to radiate at the

maximum rate that a nanonode can support. According to the previously mentioned

specifications for the nanonode, its nanoprocessor runs at 500 kHz, which should entail a
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maximum reception rate of 500 Kbps when using a simple TS-OOK modulation (1 bit per EM

pulse) [18]. Considering this reception rate, the nanorouter should send a pulse every 2 s.

5. Energy harvesting systems

At the nanoscale, traditional operations like the recharging or replacement of a battery are

unfeasible, which leads us to look for new ways to appropriately power the nanodevice

components. Nanogenerators are the most widely accepted technological solution by the

scientific community [[2], [3]], and in particular, those fabricated using Zinc Oxide (ZnO)

nanowires. ZnO nanowires are one of the most promising systems for energy harvesting [30],

since they are able to convert mechanical strains and vibrations into electric energy due to

their piezoelectric properties. To this end, nanowires are vertically arranged and firmly fixed at

one end to a substrate while the other end is free, thus allowing them to bend. Under this

scenario, a voltage and current are induced and collected by both electrodes (the ends of the

nanowire). Once the voltage is adjusted (since the potential difference has an opposite sign

depending on the nanowire movement), the energy produced is stored in a nanocapacitor to

later be employed in the feeding of the nanodevice components.

In light of the network structure described in the introduction, the nanorouter will only be fed

by ultrasound waves, while the nanonodes will be powered through their movement in blood

flow, except for those in the acting range of ultrasounds. Thus, two different harvesting cases

are studied: (i) energy harvesting from blood flow, and (ii) energy obtained from an external

source through ultrasound waves.

5.1. Energy harvesting from the bloodstream

In the scenario proposed in this work, nanonodes are deployed into the blood flow of a human

body to form a nanonetwork. This working environment acts on a regular basis; the strain

intensity depends on the blood pressure and the frequency of the heartbeat. Under these

regular conditions, the average power density produced by a ZnO nanogenerator reaches a

value of 0.01 pW/ m  with a peak voltage of 0.7 V [31]. This value was obtained under

laboratory conditions when a regular strain at a frequency of 0.3 Hz was applied. In our case,

the heartbeat has a minimum frequency of 1 Hz which would triple the average power

produced. However, we assume the worst case scenario since the energy harvested depends on

different factors that require more exhaustive study, such as the position of the nanodevice in

the vein, blood pressure or the distance to the heart. Thus, adopting the nanonode dimensions

suggested in [6], the nanogenerator volume is 128 m , so the envisioned average power

produced by each nanonode when they are excited just by blood flow movement is 1.28 pW.

5.2. Energy harvesting from an external source

3

3
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Concerning our proposal, the nanorouter is only powered by an external source through

ultrasounds. This technological solution resolves two main concerns. Firstly, the nanorouter is

placed in the epidermis tissue which tightly restricts their movement and, therefore, their

energy harvesting capacity. Secondly, the nanorouter requires significantly more energy to

work than nanonodes, since (i) the nanorouter components are larger in size and clearly more

powerful and a high amount of energy to feed their components is needed, and (ii) their

operating periods are longer than those for the nanonodes.

In order to accurately estimate the power generated by ultrasounds, we follow the

methodology proposed in [11] since it fits our case study. As a starting point, we set the

ultrasound intensity ( ) transmitted by the external source, which is restricted to a maximum

of 720 mW/cm  by medical recommendations. Thus, we consider this value in order to

maximize the energy harvesting. As the ultrasound signal must propagate through different

biological tissues to reach nanodevices, the attenuation experienced must be taken into

account. In particular, two different physical phenomena should be accounted for: (i) the

absorption of energy caused by the tissues, which is converted into thermal energy, and (ii) the

reflection when the tissue changes.

Similar to absorption losses in EM waves, ultrasound absorption is related with the absorption

coefficient of the tissue ( ) by means of the following expression:

where  and  are the absorbed and transmitted ultrasound intensities, respectively,  is the

ultrasound frequency in MHz, and  is the distance in cm. The ultrasound absorption

coefficient values are shown in Table 2, extracted from [32].

The energy reflected at tissue interfaces is generated by the difference between their acoustic

impedances. The greater the difference, the greater the amount of energy reflected. The

mathematical relation between the reflected intensity ( ) and the incident intensity ( ) in an

interface between two different materials is defined as:

where  and  are the acoustic impedances of both materials. In the case under study, there

are three well-defined interfaces: air–skin, skin–fat, and fat–blood. The acoustic impedance of

air is 429 Rayl (kg s  m ), while the acoustic impedance of each biological tissue is indicated

in Table 2, also extracted from [32]. As can be seen, in the interface air–skin the large difference

between acoustic impedances leads to an excessively high amount of energy reflected (99.91%).

Therefore, the ultrasound source must touch the skin to avoid the air–skin interface and allow

the ultrasound signal to directly propagate through biological tissues. In the remaining two

2

(11)

(12)

−1 −2
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interfaces the energy reflected is much lower (3.28% and 0.85%, respectively), due to the

similarity between their acoustic impedances.

Bearing in mind these two phenomena as well as the layered channel composition, the

ultrasound intensity arriving at the receiver ( ) is determined by expression (13):

where  is the intensity transmitted by the external ultrasound source (720 mW/cm ),  is the

absorption coefficient in dB/(cm MHz),  is the ultrasound frequency in MHz,  is the distance

in cm, , , and  are the acoustic impedances of the tissues in our model, i.e. skin, fat, and

blood.

Once the ultrasound intensity at the receiver has been analytically obtained, the electric power

generated by the piezoelectric generator per unit of area ( ) is calculated as follows:

where,  is the piezoelectric conversion factor. According to the work in [11] and the

experimental data from [33], this piezoelectric conversion factor is between 0.0055 and 0.008

with a density of 20 nanowires per m . In our study, we assume the worst case to make the

nanonetwork as robust as possible, that is, only the 0.55% of the mechanical energy arriving

the nanogenerator is transformed into electrical energy.

At this point, the only parameter to be set is the ultrasound frequency ( ). From (11), we

observe that the frequency impacts on the absorption attenuation, so that higher frequencies

will entail a higher absorption by the tissue. However, as the tissue thickness is rather low in

the scenario under consideration, the energy absorbed is negligible for the nanorouter (less

than 1% of the ultrasound energy is absorbed at an ultrasound frequency of 1 MHz), and

considerably low in the case of the nanonode (0.06% of the energy lost at 10 kHz and 5.43% at

1 MHz). Consequently, the ultrasound frequency might vary within a wide range (from 10 kHz

to 1 MHz) without incurring high absorption losses. Thus, we set the ultrasound frequency to

250 kHz, which is also employed in [34] to design a piezoelectric energy harvester for

biomedical implants.

Using all the values mentioned above together with the physical parameters of the tissues

specified in Table 2, the power harvested per unit of area is solved from (14) for the nanorouter

(39.52 pW/ m ), and for the nanonode (37.45 pW/ m ).

The requirement that fundamentally affects the determination of the nanorouter size is the

amount of harvested energy which, in turn, is influenced by the power consumed. In addition,

another important aspect which must be taken into consideration in determining the

(13)

2

(14)

2

2 2
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nanorouter size is related to the time periods in which the nanorouter is transmitting and,

therefore, consuming energy. During these periods, among other functions, the nanorouter

must drive nanonodes, through instructions dispatched via EM communication, and collect

data from them. Since the amount of nanonodes should be huge due to their extremely

limited transmission range, the nanorouter energy system must provide enough power to

allow uninterrupted data transmission to/from all of them. This is the reason why the

nanorouter must always remain active. Moreover, being continuously powered,

communication with the gateway, which is not addressed in this work, should not affect

energy consumption.

Keeping these premises in mind, the processor and memories in the nanorouter would

consume 14 W, while the radiocommunication system would transmit, at a maximum,

500 000 pulses per second (this is the value of the nanoprocessor frequency). Since the energy

per pulse is 100 pJ and the time between pulses is 2 s, the average power radiated is 50 W. As

we can observe, the total power consumed by the nanorouter is 64 W. To feed the device

continuously, the power generator must harvest this power from the external source. So, as the

power harvesting harvested per unit of area is valued at 39.52 pW/ m , a nanorouter area of

1.66 mm , (e.g. a square of 1.3   1.3 mm) must be enough to guarantee nonstop operation. Its

thickness is not limited by the generator, since the average length of ZnO nanowires is a few

micrometers. Thus, we consider a conservative value of thickness of 0.5 mm.

Likewise, repeating the aim announced at the beginning of this subsection, the nanonode will

harvest energy from ultrasounds when it is within the range. According to its nanogenerator

area (64 m ), the power scavenged by the nanonode from the external source should be 2.40

nW, as calculated in [6].

6. Nanonetworking energy model and communication scheme

As mentioned before, the nanonode should accurately know when to wake up to carry out the

transmission/reception tasks due to: (i) the restricted amount of energy available, and (ii)

excessive path loss when it is not aligned with the nanorouter. In our transmission scheme,

the recharging of the capacitors of the nanonodes relies on their movement in blood flow

along with the energy harvested from ultrasound. Employing these recharge modes,

nanonodes should harvest the required energy to accomplish the transmission of a complete

data packet. Then, when they approach the nanorouter and enter the ultrasound region, they

should wait to get as close as possible to the SDP to ensure minimum path loss and dispatch

the sensor data to the nanorouter.

Under these premises, in this section we derive an energy model that makes the EM

communication between nanorouter and nanonode feasible. Firstly, we determine a suitable

packet size to face these energy storage restrictions. Secondly, we calculate the time length that

2

2

2
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the nanonode should remain asleep once it enters the ultrasound region. Finally, we define the

complete energy model for the BANN.

6.1. Packet size

Bearing in mind the volumetric capacitance of the hybrid supercapacitor (1100 F/cm )

proposed in [35], the total capacitance of the nanocapacitor integrated in the nanonode is 70.4

nF. Using the well-known expression, , for the generator voltage ( ) of 0.7 V, the

maximum energy stored in the nanocapacitor is 17.24 nJ. As each bit is transmitted in an

individual pulse and each pulse requires an amount of energy equal to 100 pJ, the maximum

packet size that the nanodevice can transmit for a single active cycle is 172 bits. As can be seen,

the maximum energy radiated per pulse should be around 100 pJ to ensure an acceptable

packet length. Otherwise, if higher energy per pulse is used, the bit stream that the nanonode

can support with a single charge would be shorter and, therefore, inadequate to design a

robust communication scheme for BANN.

Therefore, taking into account the trade-off between recharge time and communication

robustness, we proposed a packet size of 40 bits (5 bytes). If a higher packet size is used, the

energy harvesting time would be excessively long. In this way, the first 23 bits comprise the

header. This header contains the ID of each nanonode ranging from 0 to 8 388 607, so it

encompasses enough IDs to identify each one of the massive number of nanonodes envisaged

for a nanonetwork. This range can be divided into subranges to identify different types of

nanonodes in the BANN. For instance, according to the biological magnitude to measure, IDs

from 0 to 4 194 304 would correspond to temperature nanonodes, and from 4 194 304 to

8 388 607 would be reserved for glucose nanonodes. Thus, the nanonetwork can collect and

process different biological samples. Furthermore, an ID must be assigned to the nanorouter.

The next 16 bits are reserved for the payload, that is, the data gathered by the nanonode. In

this way, each sample (analog sensor information collected by a nanosensor to later be

processed and converted into digital data) can be read with a resolution of 65 536 levels,

enough for the measurement of medical parameters. Finally, the last bit is a parity bit to make

the communication more trustworthy and robust.

6.2. Nanonode waiting time

In order to minimize energy consumption, the nanonode remains in sleep mode whilst its

nanogenerator is harvesting and storing energy from blood flow. Nevertheless, as soon as a

nanonode, charged with enough energy to transmit, detects a sudden increase in the charge

level (this indicates that it has entered the ultrasound region), it should wait for a fixed time

span and then switch to reception mode. In this mode, the nanonode activates the transceiver

to listen to the physical medium. This waiting time is set to ensure that: (i) the energy

harvested from ultrasounds is equal to the energy consumption in reception mode, and (ii) the

3
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reception takes place near to the SDP. Otherwise, the time required to charge the

nanocapacitor for communication tasks would increase unnecessarily.

As stated in the study [36], the nanonode arrives at the ultrasound region at a speed of 7.1 cm/s.

Thus, the nanonode takes approximately 70 ms to reach the SDP. As mentioned above, the

nanonode generator is able to harvest 2.40 nW from ultrasounds, so the theoretical maximum

energy gathered during this period is 0.168 nJ. Since the nanotransceiver consumes 0.1 pJ per

pulse received and the nanorouter radiates a pulse every 2 s, the average power consumption

of the radiocommunication system will be 50 nW in reception mode. Thus, it can be activated

during 3.36 ms to be exclusively fed by ultrasounds. During this short time interval, the

nanorouter is able to send a maximum of 1680 bits, which is enough to send basic

instructions. Hence, the nanonode stays asleep for a waiting time of 66.64 ms after the

detection of ultrasounds.

6.3. Communication schedule

After defining and calculating all the parameters employed in the energy model, in this

subsection we describe the transmissionschedule for our application scenario. On the one

hand, the nanonodes are moving through the human body harvesting energy and recharging

their nanocapacitors to store the energy required to send an entire packet. This means the

charging time ( ) relies on: (i) the nanonode energy consumption, which includes the

power consumption of all nanonode components, and (ii) the power harvested from the

environment ( ). Assuming the worst case scenario, (all the bits sent are 1 s) and that one bit

is dispatched in each nanoprocessor clock cycle, the energy consumption to transmit a packet (

) is the following:

where  is the number of bits in a packet,  stands for the nanoprocessor operating

frequency,  is the power consumed by both nanoprocessor and memories,  is the power

consumed by the nanosensor, and  is the energy radiated per pulse. As the time required

for the nanosensor to capture a sample depends on the type of application, we have taken as an

assumption that the nanosensor will be active during the whole transmission time ( ).

Therefore, since  should be equal to the energy harvested during , it can be obtained

by this expression:

As was determined in previous sections, the value of each parameter is as follows: 

pW,  bits,  kHz,  nW,  nW, and  pJ. Using these

values,  is approximately 52 min. A priori, this value seems too high, but bearing in mind

(15)

(16)
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that millions of nanonodes may be deployed in a BANN (in our case, if the highest ID is

8 388 607, this value will be the maximum number of nanonodes), the entire nanonetwork

could take a biological measurement every few seconds. It is noteworthy that we consider that

the nanonode harvests all its energy from blood flow and just crosses the ultrasound region

when it has stored enough energy to send a packet. However, during , if the nanonode

could cross the ultrasound region without a suitable energy level, it would not switch to

reception mode and would take advantage of this extra energy, which would reduce the time

required to recharge the nanocapacitor.

All in all, each nanonode should be flowing into the bloodstream for at least 52 min in order

to accomplish the communication with the nanorouter. When the nanogenerator gathers

enough energy to transmit a packet, the nanonode waits until it detects ultrasounds. Once the

nanonode perceives it is within the ultrasound zone, it remains in sleep mode for 66.64 ms.

Then it changes to reception mode to receive EM pulses from the nanorouter. After 3.36 ms in

this state (which assures the reception of packets up to 1680 bits, allowing for a comfortable

reception of control information), the nanonode transmits its entire packet (40 bits), in a

transmission time  equal to 80 s. The communication scheme is indicated in Table 3, and

the energy available in the nanodevice during the communication procedure is shown in Fig.

6. Following this procedure, the energy stored in the capacitor reaches a maximum of 4.168 nJ

which guarantees the reception and transmission of information with the nanorouter in the

SDP surroundings.

Table 3. Communication timing schedule.

Sleep 0 >52 min

Ultrasound region

Sleep 0 66.64 ms

Listen 0.05 3.36 ms

Transmission 50

a

 is the average transmission power, calculated as: .

State Consumption ( W) Time

Blood flow

a
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Fig. 6. Nanonode energy level during communication with the nanorouter.

7. Conclusions

In this paper, a BANN communication scheme has been realistically and accurately designed

to enable the monitoring of, for instance, medical parameters between nanonodes and a

nanorouter, thus overcoming the huge path loss and molecular absorption suffered in the

human body. To face these limitations and show the feasibility of our BANN communication

scheme, a specific human body scenario, i.e. the dorsum of the hand, has been selected. The

electrical properties for its different biological tissues at 1 THz, which is the envisaged

operational frequency for nanodevices have been considered. Unlike other BANN works, the

adjusted thickness of the biological tissues of the hand (see Table 1) facilitates the calculation

of the propagation losses. However, a huge amount of power is still required to transmit data

over such short distances (a few millimeters). Therefore, the energy management required has

also been analyzed and evaluated to ensure the appropriate operation of the BANN; the power

consumption of each type of nanodevice proposed, as well as their energy harvesting capacity

have been thoroughly derived.

Going into detail, nanonodes (in the sleeping mode) are recharged by means of: (i) the

bloodstream itself, and (ii) an external ultrasound system. The nanorouter is continuously fed

by the external ultrasound source system. Once the capacitor of the nanonodes has enough

energy stored (4.168 nJ), the nanonodes will exchange control information and sensor acquired

data with the nanorouter in the SDP surroundings. Employing this communication scheme,

each nanonode is able to gather and transmit a packet (40 bits) to the nanorouter every 52 min.
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[1]

[2]

[3]

[4]

[5]

However, taking into account the extremely high number of them expected (a maximum of

8 388 607), the monitoring of a medical parameter will be almost constant. Although the focus

of this work has been on nanonode–nanorouter communication, an outline of the

interconnexion of the BANN with an external device has been also described. The study of a

communication model between the BANN and external devices to dispatch sensor data to end

users is left for future work.
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